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complete cryptanalysis, we further uncover additional vulnerable cases of the RSA-polynomial
problem, thereby broadening the exploitable range by roughly 30.9% compared to previous re-
sult. To this end, we propose two exact factoring attacks, i.e., one based on solving bivariate
integer polynomial equations, and the other on solving univariate modular polynomial equations
using Coppersmith’s lattice-based techniques. Theoretical analyses that produce state-of-the-art
results, corroborated by experimental findings, validate the correctness and efficacy of our pro-
posed attacks. Moreover, we expose certain shortcomings in the existing RSA-polynomial based
commitment and propose a refined alternative.

1. Introduction

The RSA-polynomial problem, introduced by Bagherpour [1] in 2023, represents a new advancement in cryptographic research,
particularly within the domain of the RSA (Rivest-Shamir-Adleman) cryptosystem [2]. In his work, Bagherpour claimed that the
RSA-polynomial problem is computationally as difficult as semiprime factorization. Furthermore, he proposed a method to factor
semiprimes by exploiting the structure of the RSA-polynomial framework in conjunction with lattice-based techniques. This work in-
troduced a new commitment scheme that, by eliminating the need for group exponentiation, achieves superior performance compared
to earlier ones. The RSA-polynomial problem is formulated in terms of bivariate integer polynomials as follows.

Definition 1 ([1]). Suppose ¢y, e, and e, are integers, and consider the bivariate polynomial
F(x,y) = 8x% — epx +e; + y(8x + ey).
A pair (x, y,) is called its trivial integer root if |8x, + e,| = 1, and its non-trivial integer root if |8x + e,| # 1.

Bagherpour further conducted a deeper investigation into the structure of the roots of F(x, y) with a semiprime N = pq. We next
introduce the integers e, e, ¢, linked explicitly to the RSA modulus N = pq. Lemma 1 captures their key properties and sets the stage
for our small-root analysis in Sections 2 and 3.
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$X^{m+t}Y^{m}$


$x^{i}y^{j}\in \mathcal {M}_F$


$X^iY^jR$


$x^{i}y^{j}\in \mathcal {M}\setminus \mathcal {M}_F$


\begin {align*}s_R & =s(\sigma _R)=\sum _{j=0}^{m}\sum _{i=0}^{m+t-j}0+\sum _{j=0}^{m+1}\sum _{i=0}^{m+t+2-j}1-\sum _{j=0}^{m}\sum _{i=0}^{m+t-j}1=2m+t+4, \\[1mm] s_X & =s(\sigma _X)=\sum _{j=0}^{m}\sum _{i=0}^{m+t-j}(m+t)+\sum _{j=0}^{m+1}\sum _{i=0}^{m+t+2-j}i-\sum _{j=0}^{m}\sum _{i=0}^{m+t-j}i \\[1mm] & =\frac {m^3}{2}+\frac {3\thinspace m^2 t}{2}+\frac {5\thinspace m^2}{2}+m t^2+\frac {9\thinspace m t}{2}+5\thinspace m+\frac {3 t^2}{2}+\frac {9 t}{2}+4, \\[1mm] s_Y & =s(\sigma _Y)=\sum _{j=0}^{m}\sum _{i=0}^{m+t-j}m+\sum _{j=0}^{m+1}\sum _{i=0}^{m+t+2-j}j-\sum _{j=0}^{m}\sum _{i=0}^{m+t-j}j \\[1mm] & =\frac {m^3}{2}+m^2 t+\frac {5\thinspace m^2}{2}+2\thinspace m t+4\thinspace m+t+2.\end {align*}


\begin {equation*}\omega = s(1) = \sum _{j=0}^{m}\sum _{i=0}^{m+t-j}1+\sum _{j=0}^{m+1}\sum _{i=0}^{m+t+2-j}1-\sum _{j=0}^{m}\sum _{i=0}^{m+t-j}1=\frac {m^2}{2}+m t+\frac {7\thinspace m}{2}+2 t+5.\end {equation*}


$h_i(x,y)$


$1\le i\le \omega $


$h_1(x,y)$


$h_2(x,y)$


\begin {equation*}\det (\Lambda ) < R^{\omega -1}2^{-\frac {\omega (\omega -1)}{4}}\omega ^{-\frac {\omega -1}{2}}.\end {equation*}


$2^{-\frac {\omega (\omega -1)}{4}}\omega ^{-\frac {\omega -1}{2}}$


$\omega $


$\det (\Lambda ) < R^{\omega -1}$


$\det (\Lambda )$


$R$


\begin {equation*}R^{s_R}X^{s_X}Y^{s_Y} < R^{\omega -1},\end {equation*}


\begin {equation*}X^{s_X}Y^{s_Y} < (WX^{m+t}Y^{m})^{\omega -s_R-1}.\end {equation*}


\begin {equation*}W^{s_R-\omega +1}X^{s_X - (m+t)(\omega -s_R-1)}Y^{s_Y - m(\omega -s_R-1)} < 1.\end {equation*}


$t = \tau m$


$\tau >0$


\begin {align*}s_R - \omega + 1 &= -\frac {1+2\tau }{2}m^2 + o(m^2),\\[1mm] s_X - (m+t)(\omega -s_R-1) &= \frac {2+4\tau +\tau ^2}{2}m^2 + o(m^2),\\[1mm] s_Y - m(\omega -s_R-1) &= (1+\tau )m^2 + o(m^2),\end {align*}


$W$


$X$


$Y$


$X = 2^{\xi }$


$Y = 2^{\max \{\ell _q - \ell _p,0\} + \xi }$


$W = 2^{\max \{\ell _p,\ell _q\} + \xi }$


\begin {equation*}-\frac {1+2\tau }{2}(\max \{\ell _p,\ell _q\}+\xi ) + \frac {2+4\tau +\tau ^2}{2}\xi + (1+\tau )(\max \{\ell _q-\ell _p,0\}+\xi ) < 0.\end {equation*}


\begin {equation*}\frac {3+4\tau +\tau ^2}{2}\xi < \frac {1+2\tau }{2}\max \{\ell _p,\ell _q\} - (1+\tau )\max \{\ell _q-\ell _p,0\},\end {equation*}


\begin {equation}\label {bound:xy} \xi < \frac {-\max \{\ell _q-\ell _p,0\} + (1+2\tau )\ell _p}{3+4\tau +\tau ^2}.\end {equation}


$\ell _p \ge \ell _q$


$\max \{\ell _q-\ell _p,0\}=0$


\begin {equation*}\xi < \frac {(1+2\tau )\ell _p}{3+4\tau +\tau ^2}.\end {equation*}


$\tau = (\sqrt {5}-1)/2$


\begin {equation}\label {bound:xy1} \xi < \frac {(3-\sqrt {5})\ell _p}{2}.\end {equation}


$\ell _p < \ell _q$


$\max \{\ell _q-\ell _p,0\} = \ell _q-\ell _p$


\begin {equation*}\xi < \frac {(2+2\tau )\ell _p - \ell _q}{3+4\tau +\tau ^2}.\end {equation*}


\begin {equation*}\tau = \frac {\ell _q - 2\ell _p + \sqrt {4\ell _p\ell _q + \ell _q^2}}{2\ell _p},\end {equation*}


\begin {equation}\label {bound:xy2} \xi < \frac {2\ell _p+\ell _q-\sqrt {4\ell _p\ell _q+\ell _q^2}}{2}.\end {equation}


$\tau >\frac {\ell _q-2\ell _p+\ell _q}{2\ell _p}>0$


$\xi >0$


$2\ell _p+\ell _q>\sqrt {4\ell _p\ell _q+\ell _q^2}$


$\xi $


\begin {equation*}\xi < \begin {cases} \dfrac {(3-\sqrt {5})\ell _p}{2}, & \text {if } \ell _p \ge \ell _q, \\[1mm] \dfrac {2\ell _p+\ell _q-\sqrt {4\ell _p\ell _q+\ell _q^2}}{2}, & \text {if } \ell _p < \ell _q. \end {cases}\end {equation*}


$\log W$


$\ell _p$


$\ell _q$


$(x_0,y_0)$


\begin {equation*}p = 8x_0 + e_2 \quad \text {and} \quad q = e_0 + e_2 - 8(x_0+y_0).\end {equation*}


\begin {equation*}F(x, y) = 8x^2 - e_0 x + e_1 + y(8x + e_2),\end {equation*}


$N=pq$


$p,q$


$\ell _p,\ell _q$


$F(x,y)$


$(x_0,y_0)$


$x_0$


$\xi $


$\xi < \ell _p - 3$


$(x_0,y_0)$


$N$


$N=pq$


\begin {equation}\label {bound:univariate} \xi < \frac {\ell _p^2}{\ell _p + \ell _q}.\end {equation}


\begin {equation*}p = 8x_0 + e_2 \quad \text {and} \quad q = e_0 + e_2 - 8(x_0+y_0)\end {equation*}


$x_0$


\begin {equation*}8z + e_2 \equiv 0 \pmod {p},\end {equation*}


$-(x_0+y_0)$


\begin {equation*}8z + e_0 + e_2 \equiv 0 \pmod {q}.\end {equation*}


$G(z):=c_1z+c_0\pmod {u}$


$c_0$


$c_1$


$N$


$u$


$u=p$


$u=q$


$G(z)$


$c_1^{-1}\bmod {N}$


$8^{-1}\bmod {N}$


\begin {equation*}f(z)\equiv (8^{-1}\bmod {N}) \cdot G(z)\equiv z+(8^{-1}c_{0}\bmod {N}) \pmod {u}.\end {equation*}


$z_0$


\begin {equation*}g_k(z) := f^k(z)N^{\max \{t-k,0\}}, \quad k = 0,\ldots , m\end {equation*}


$m$


$t$


$t = \tau m$


$0\le \tau < 1$


$\mathcal {M} = \{z^k : 0 \le k \le m\}$


$k$


\begin {equation*}g_k(z_0) \equiv 0 \pmod {R},\end {equation*}


$R = u^t$


$Z$


$|z_0|$


$|z_0| \le Z$


$g_k(Zz)$


$B$


$\Lambda $


$g_{k} \prec _{\textsf {p}} g_{k'}$


$z^{k} \prec _{\textsf {m}} z^{k'}$


$k < k'$


$m=9$


$t=6$


$m=9$


$t=6$


\begin {equation*}\det (\Lambda ) = N^{s_N}Z^{s_Z},\end {equation*}


$s_N$


$s_Z$


$s(\sigma _v)$


$v=N$


$Z$


$\sigma _v$


$N$


$Z$


$N^{\sigma _N}Z^{\sigma _Z}$


\begin {equation*}s(\sigma _v) = \sum _{z^k\in \mathcal {M}}\sigma _v = \sum _{k=0}^{m}\sigma _v^{\mathcal {M}}.\end {equation*}


$N^{\max \{t-k,0\}}Z^k$


$z^{k}\in \mathcal {M}$


$t<m$


\begin {align*}s_N &=s(\sigma _N)=\sum _{k=0}^{m}\max \{t-k,0\}=\sum _{k=0}^{t}(t-k)=\frac {t^2}{2}+\frac {t}{2},\\[1mm] s_Z &=s(\sigma _Z)=\sum _{k=0}^{m}k=\frac {m^2}{2}+\frac {m}{2}.\end {align*}


\begin {equation*}\omega =s(1)=\sum _{k=0}^{m}1=m+1.\end {equation*}


$h_1(z)$


\begin {equation*}\det (\Lambda ) < R^{\omega }2^{-\frac {\omega (\omega -1)}{4}}\omega ^{-\frac {\omega }{2}},\end {equation*}


\begin {equation*}\det (\Lambda ) < R^{\omega }.\end {equation*}


$\det (\Lambda ) = N^{s_N}Z^{s_Z}$


$R = u^t$


\begin {equation*}N^{s_N}Z^{s_Z} < u^{t\omega }.\end {equation*}


$t=\tau m$


$s_N$


$s_Z$


$t\omega $


\begin {align*}s_N &= \frac {\tau ^2}{2}m^2+o(m^2),\\[1mm] s_Z &= \frac {1}{2}m^2+o(m^2),\\[1mm] t\omega &= \tau m^2+o(m^2).\end {align*}


\begin {equation}\label {inequality:bivariate} N^{\frac {\tau ^2}{2}m^2}Z^{\frac {1}{2}m^2}u^{-\tau m^2}<1.\end {equation}


$u=p$


$u=q$


$f(z)\equiv 0\pmod {u}$


$\xi $


$u=p$


$z_0=x_0$


$8z+e_2\equiv 0\pmod {p}$


\begin {equation*}N=2^{\ell _p+\ell _q},\quad Z=X=2^{\xi },\quad u=p=2^{\ell _p}.\end {equation*}


\begin {equation*}\frac {\tau ^2}{2}(\ell _p+\ell _q)+\frac {1}{2}\xi -\tau \ell _p<0,\end {equation*}


\begin {equation*}\xi <2\tau \ell _p-\tau ^2(\ell _p+\ell _q).\end {equation*}


$\tau =\frac {\ell _p}{\ell _p+\ell _q}$


\begin {equation}\label {bound:zp} \xi <\frac {\ell _p^2}{\ell _p+\ell _q}.\end {equation}


$u=q$


$z_0=-(x_0+y_0)$


$8z+e_0+e_2\equiv 0\pmod {q}$


\begin {equation*}N=2^{\ell _p+\ell _q},\quad Z=\max \{X,Y\}=2^{\max \{\ell _q-\ell _p,0\}+\xi },\quad u=q=2^{\ell _q}.\end {equation*}


\begin {equation*}\frac {\tau ^2}{2}(\ell _p+\ell _q)+\frac {1}{2}(\max \{\ell _q-\ell _p,0\}+\xi )-\tau \ell _q<0,\end {equation*}


\begin {equation*}\xi <2\tau \ell _q-\tau ^2(\ell _p+\ell _q)-\max \{\ell _q-\ell _p,0\}.\end {equation*}


$\tau =\frac {\ell _q}{\ell _p+\ell _q}$


\begin {equation}\xi <\frac {\ell _q^2}{\ell _p+\ell _q}-\max \{\ell _q-\ell _p,0\}. \label {Xeqn10-10}\end {equation}


\begin {equation*}\xi < \begin {cases} \dfrac {\ell _q^2}{\ell _p+\ell _q}, & \text {if } \ell _p \ge \ell _q, \\[1mm] \dfrac {\ell _q^2}{\ell _p+\ell _q}-(\ell _q-\ell _p)=\dfrac {\ell _p^2}{\ell _p+\ell _q}, & \text {if } \ell _p < \ell _q. \end {cases}\end {equation*}


\begin {equation}\label {bound:zq} \xi <\frac {\min \{\ell _p,\ell _q\}^2}{\ell _p+\ell _q}.\end {equation}


$8z+e_2\equiv 0\pmod {p}$


\begin {equation*}\xi <\frac {\ell _p^2}{\ell _p+\ell _q}.\end {equation*}


$\log N$


$\ell _p$


$\ell _q$


$z_0$


\begin {equation*}p = 8z_0 + e_2 \quad \text {and} \quad q = \frac {N}{p}.\end {equation*}


\begin {equation*}\xi \le \frac {\ell _p^2}{\ell _p+\ell _q} - \epsilon ,\end {equation*}


$\epsilon $


$O(\epsilon ^{-7}\log ^2 N)$


$n$


$n \ge 2$


$N=pq$


$p,q$


$N=pq$


$N$


$s$


$N$


$s$


$F(x,y)$


$(x_0, y_0)$


$z_0$


$\xi $


\begin {equation*}\xi < \begin {cases} \dfrac {(3-\sqrt {5})\ell _p}{2}, & \ell _p \ge \ell _q,\\[1mm] \dfrac {2\ell _p+\ell _q-\sqrt {4\ell _p\ell _q+\ell _q^2}}{2}, & \ell _p < \ell _q, \end {cases}\end {equation*}


\begin {equation*}\xi < \frac {\ell _p^2}{\ell _p+\ell _q}.\end {equation*}


$\ell _p\ge \ell _q$


\begin {equation*}\Delta _{\ell _p\ge \ell _q} := \frac {\ell _p^2}{\ell _p+\ell _q} - \frac {(3-\sqrt {5})\ell _p}{2}.\end {equation*}


\begin {equation*}\Delta _{\ell _p\ge \ell _q} = \frac {((\sqrt {5}-1)\ell _p - (3-\sqrt {5})\ell _q)\ell _p}{2(\ell _p+\ell _q)}.\end {equation*}


$\sqrt {5}-1 > 3-\sqrt {5} > 0$


$\ell _p\ge \ell _q$


$(\sqrt {5}-1)\ell _p - (3-\sqrt {5})\ell _q>0$


$\Delta _{\ell _p\ge \ell _q}>0$


$\ell _p < \ell _q$


\begin {equation*}\Delta _{\ell _p<\ell _q} := \frac {\ell _p^2}{\ell _p+\ell _q} - \frac {2\ell _p+\ell _q-\sqrt {4\ell _p\ell _q+\ell _q^2}}{2}.\end {equation*}


\begin {equation*}\Delta _{\ell _p<\ell _q} = \frac {(\ell _p+\ell _q)\sqrt {(4\ell _p+\ell _q)\ell _q} - (3\ell _p+\ell _q)\ell _q}{2(\ell _p+\ell _q)}.\end {equation*}


\begin {equation*}(\ell _p+\ell _q)\sqrt {(4\ell _p+\ell _q)\ell _q} - (3\ell _p+\ell _q)\ell _q = \frac {(\ell _p+\ell _q)^2(4\ell _p+\ell _q)\ell _q - (3\ell _p+\ell _q)^2\ell _q^2}{(\ell _p+\ell _q)\sqrt {(4\ell _p+\ell _q)\ell _q}+(3\ell _p+\ell _q)\ell _q},\end {equation*}


$4\ell _p^3\ell _q>0$


$\Delta _{\ell _p<\ell _q}>0$


\begin {equation*}\xi < \frac {\ell _p^2}{\ell _p+\ell _q}\end {equation*}


$\Theta (m^2)$


$\Theta (m)$


\begin {equation*}\det (\Lambda ) = \begin {cases} R^{s_R}X^{s_X}Y^{s_Y}, & \text {with } s_R=\Theta (m),\ s_X,s_Y=\Theta (m^3), \\[1mm] N^{s_N}Z^{s_Z}, & \text {with } s_N,s_Z=\Theta (m^2), \end {cases}\end {equation*}


$\xi < \frac {(3-\sqrt {5})\ell _p}{2}$


$\xi < \frac {\ell _p^2}{\ell _p+\ell _q}$


$\ell _p=\ell _q$


$\xi < \frac {\ell _p}{2}$


$N$


\begin {equation*}\Pr = 2^{\tfrac {\ell _p^2}{\ell _p+\ell _q}} \Big / 2^{\ell _p-3} \approx 2^{-\tfrac {\ell _p\ell _q}{\ell _p+\ell _q}}.\end {equation*}


$\ell _p/\ell _q$


$\xi $


$\ell _p$


$\ell _p=\ell _q$


$\ell _p/\ell _q$


$\xi /\ell _p$


$p$


$q$


$\mathsf {Rem}_r$


$(r_1, r_2)\equiv (p\bmod 8, q\bmod 8)$


$r\equiv r_1r_2\equiv N\bmod 8$


$r=1,3,5,7$


$\mathsf {Rem}_r$


$\mathsf {Rem}_1 = \{(1, 1), (3, 3), (5, 5), (7, 7)\}$


$\mathsf {Rem}_3 = \{(1, 3), (3, 1), (7, 5), (5, 7)\}$


$\mathsf {Rem}_5 = \{(1, 5), (5, 1), (7, 3), (3, 7)\}$


$\mathsf {Rem}_7 = \{(1, 7), (7, 1), (3, 5), (5, 3)\}$


$N$


$s$


$N=pq$


$d$


$N$


$d$


$\mathsf {m} \in [1,2^{\ell -1}-1]$


$p$


$q$


$\ell $


$N = pq$


$r_1 = p \bmod 8$


$r_2 = q \bmod 8$


$N$


$s$


\begin {equation*}s = \frac {p - r_1}{8} - \mathsf {m}.\end {equation*}


$(N, r_1, r_2, s)$


\begin {equation*}F(x, y) = 8x^2 - e_0 x + e_1 + y(8x+e_2).\end {equation*}


$o$


\begin {equation*}o = \frac {8\mathsf {m}^2 - e_0\mathsf {m} + e_1}{8\mathsf {m}+e_2}.\end {equation*}


$(N, F(x,y))$


$o$


$\mathsf {m}$


$\mathsf {m} \in [2^{(3-\sqrt {5})\ell /2-1},2^{\ell -4}-1]$


$\ell _p,\ell _q$


$\xi $


$\mathsf {m}$


$\mathsf {m}$


$o$


\begin {equation*}\xi < \frac {\ell _p^2}{\ell _p+\ell _q}.\end {equation*}


\begin {equation*}\mathsf {m} \in \Bigl [2^{\frac {\ell _p^2}{\ell _p+\ell _q}-1},\, 2^{\ell _p-4}-1\Bigr ].\end {equation*}


$\mathsf {m} \in [2^{{\ell }/{2}-1},\, 2^{\ell -4}-1]$


$p$


$q$


$\ell $


$N = pq$


$r_1 = p \bmod 8$


$r_2 = q \bmod 8$


$N$


$s$


\begin {equation*}s = \frac {p - r_1}{8} - \mathsf {m}.\end {equation*}


$(N, r_1, r_2, s)$


\begin {equation*}F(x, y) = 8x^2 - e_0 x + e_1 + y(8x+e_2).\end {equation*}


$o$


\begin {equation*}o = \frac {8\mathsf {m}^2 - e_0\mathsf {m} + e_1}{8\mathsf {m}+e_2}.\end {equation*}


$(N, F(x,y))$


$o$


$(\mathsf {m}, o)$


$(\mathsf {m}, o)$


$p = 8\mathsf {m} + e_2$


$q = e_0 + e_2 - 8(\mathsf {m}+o)$


$(\mathsf {m}, o)$


$F(x,y)$


$p$


$q$


$p$


$q$


$N = pq$


$N$


$S$


$R$


$(N,\,F(x,y),\,o)$


$\mathsf {m}$


\begin {equation*}F(x,y) = 8x^2 - e_0\,x + e_1 + y\,(8x + e_2).\end {equation*}


\begin {equation*}s = \frac {p - r_1}{8} - \mathsf {m}, \quad o = \frac {8\mathsf {m}^2 - e_0\mathsf {m} + e_1}{8\mathsf {m} + e_2},\end {equation*}


$(\mathsf {m},o)$


$F(x,y)$


\begin {equation*}p = 8(s + \mathsf {m}) + r_1,\quad q = 8\bigl (s + c - \mathsf {m} - o\bigr ) + r_2,\end {equation*}


$c, r_1, r_2$


\begin {equation*}e_2 = 8s + r_1,\quad e_0 = 8c + r_2 - r_1,\end {equation*}


\begin {equation*}p = 8\mathsf {m} + e_2,\quad q = e_2 + e_0 - 8(\mathsf {m} + o).\end {equation*}


$p \cdot q = N$


$(\mathsf {m},o)$


$F(x,y)$


$\mathsf {m}$


$R$


$\mathsf {m}$


$(N,\,F(x,y),\,o)$


$\mathsf {m}$


$R'$


$\mathsf {m}$


$o$


$(N,\,F(x,y))$


$(\mathsf {m},o)$


$F(x,y)$


$(\mathsf {m},o)$


$(N,\,F(x,y))$


$N$


$R'$


$(\mathsf {m},o)$


$(N,\,F(x,y))$


$\mathsf {m}$


$R'$


$(N,\,F(x,y),\,o)$


$\mathsf {m}$


$(N,\,F(x,y),\,o')$


$\mathsf {m}'$


$(\mathsf {m},o)$


$(\mathsf {m}',o')$


$F(x,y)$


$\mathsf {m} = \mathsf {m}'$


$o = o'$


$p$


$q$


$\ell _p$


$\ell _q$


$s$


$\xi $


$x_0$


$(N = pq, s, r_1, r_2)$


$e_0$


$e_1$


$e_2$


$F(x,y)$


$m$


$t$


$(x_0, y_0)$


$z_0$


$x_0$


$y_0$


$z_0$


$N=pq$


$p = 8x_0 + e_2$


$q = e_0 + e_2 - 8(x_0 + y_0)$


$p = 8z_0 + e_2$


$q = {N}/{p}$


$y$


$p$


$q$


$x_0$


$y_0$


$y_0 < \frac {e_0^2-32e_1}{16e_0+32e_2}$


$\xi _e$


$\xi _t$


$\xi _e$


$\xi _t$


$\xi _e$


$\xi _t$


$\ell _p \ge 384$


$9$


$70$
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Lemma 1 ([1]). Let N = pq be a semiprime with p,q > 2. Define r; = pmod 8, r, =gmod 8, r= N mod 8, k=(N —r)/8, and d = (r —
r1r4)/8. For an integer s such that 1 < s < (p—r;)/8, set
k—8s2—(r +r)s+d—f

8s+r '

f= (k—8s2—(r1 +r2)s+d) mod (8s+r), c=

Then, by defining
eg=8c+r,—r;, e =f, e=8s+r|,
derive the bivariate polynomial
F(x,y) = 8x% — epx +e; + y(8x + ey).
This polynomial F(x, y) admits an integer root (x,, y,) satisfying

p=8(s+xg)+r;, and q=8(s+c—xy—yy)+r

Drawing on the above findings, the notion of RSA-polynomials and the associated RSA-polynomial problem is introduced.
Definition 2 ([1]). Let e, e, e, be the integers defined in Lemma 1. Then consider the bivariate polynomial
F(x,y) = 8x2 — epx +e; + y(8x + ey),
and define it to be an RSA-polynomial if it admits exactly one non-trivial integer root.

Remark 1. Henceforth we fix the integers e, ¢, e, as in Lemma 1 throughout the paper. Note that while Bagherpour [1] defines an
22732e1
0

16ep+32e;

focuses on the general feasibility of recovering (x,y,) from N using the structural properties of the polynomial F(x, y). Consider-

ing that the uniqueness bound is a formal requirement for the RSA-polynomial definition, we later observe and confirm that it is
consistently satisfied in practical cases, as demonstrated in Section 4.

RSA-polynomial specifically based on the uniqueness of this root within a certain bound for y (i.e., y < ), our cryptanalysis

Algorithm 1 restates the RSA-polynomial generation from [1], which constructs an RSA-polynomial from an RSA modulus N = pq.

Algorithm 1 RSA-polynomial generation.

Require: An RSA modulus N = pg, residues r; = p mod 8, r, = g mod 8, and an integer s € [1, (p—r)/8-— 1].
Ensure: An RSA-polynomial F(x, y) as per Definition 2.
1: r=Nmod8, k=(N—-r)/8,d=(r—riry)/8
2: f=(k—8s>—(r; +rys+d) mod (8s+r|)
ce=(k=8s2—(ry +r)s+d—f)/@Bs+r))
teg=8c+r,—r,e;=f,e=8s+r;
: return F(x,y) = 8x% — egx + ey + y(8x + ey).

U AW

RSA-polynomials offer an attractive approach for reducing storage overhead in cryptographic systems. Rather than storing the
complete prime factors of a semiprime N = pg, one may simply retain the small integer x,, extracted from the RSA-polynomial F(x, y)
and broadcast the polynomial. The prime factors are then recoverable by computing

p=8xy+e, and g=ey+e, —8(xy+ ¥y,

thereby avoiding any computationally intensive procedures.

The intrinsic connection between the difficulty of compromising RSA and the intractability of factoring semiprimes has been
thoroughly investigated in previous work like [3-6]. In this context, the RSA-polynomial problem is formally defined as follows.
Finding its unique non-trivial integer root for a given RSA-polynomial F(x,y) = 8x — egx + e; + ¥(8x + e,). Additionally, Bagherpour
[1] claimed that resolving the RSA-polynomial problem is at least as difficult as factoring RSA semiprimes.

Moreover, Bagherpour [1, Theorem 5] introduced an effective method for factoring semiprimes, building upon Coppersmith’s
lattice-based techniques [7] and the RSA-polynomial problem.

Theorem 1 ([1]). Suppose given an RSA-polynomial
F(x,y) = 8x* — epx + e; + y(8x + ey),

with its unique non-trivial integer root (x, y,). Assume that |x,| < X, |yy| <Y, and define
W = max{8X?, |eg| X, |e|,8XY, |e,|Y}.

If

WI/Z

2
XY<le/2,

then (x, o) can be recovered in polynomial time.
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The above original attack was presented by using a 5-dimensional lattice along with an unclear attack condition. Recently, Zheng
[8] revisited such semiprime factorization strategy under the balanced prime assumption (i.e., where prime factors have equal bit-
length ¢). By employing refined lattice-based techniques as introduced in [9,10], Zheng improved the attack by clarifying the condition
X2Y < W'/2/215/2 and demonstrating that a factoring attack is feasible when x, is sufficiently small. This is summarized in the
following result.

Theorem 2 ([8]). Suppose given an RSA-polynomial

F(x,y) = 8x2 — egx + e; + y(8x + e,),
where N = pq is an RSA modulus and the same bit-length of p, q is £. Suppose F(x, y) has a non-trivial integer root (x, y,) with x,, of bit-length
ij

then (x, o) can be recovered in polynomial time and hence N can be factored.

Zheng’s investigation applies higher-dimensional lattice, exposing additional scenarios where Bagherpour’s claim no longer holds,
thereby uncovering new weaknesses within the RSA-polynomial problem. Furthermore, the RSA-polynomial based commitment in-
troduced in [1] is found to violate the hiding property, rendering it susceptible to attacks that enable the extraction of the committed
message and its corresponding opening value.

Remark 2. The original work on the RSA-polynomial problem [1] did not impose any explicit constraints on the bit-lengths of p and
g. In contrast, Zheng’s analysis [8] considered the generic case where p and ¢ have equal bit-lengths. However, the use of unbalanced
primes may impact the computational complexity of solving the RSA-polynomial problem.

1.1. Our contribution

While Zheng [8] focused on RSA-polynomial attacks for moduli with balanced primes, we extend lattice-based attacks to the RSA-
polynomial problem involving unbalanced prime factors. In particular, we propose better attacks on the RSA-polynomial problem
under the assumption of unbalanced primes. Therefore, a more complete cryptanalysis is conducted in this work.

Several variants of RSA have been proposed where the prime factors of N = pg are unbalanced (see [11,12]). When possible, it is
preferable to analyze an attack for both balanced and unbalanced instances. In this work, we initiate a method that works for both
instances. Moreover, it has a better result than the former results in [1,8] where only the balanced instance is considered.

Additionally, although many analyses of RSA and its hardness assume roughly balanced primes p ~ ¢, in practice prime generation
or implementation constraints may lead to a size-imbalance g < p or p < ¢. This imbalance can reduce the effective security margin
and opens the question of how small-root or lattice methods might exploit the imbalance. In this work we extend prior balanced-case
analyses to such regime and investigate the parameter region in which a refined small-root attack is effective.

As noted in [8], factoring attacks become viable when x, is sufficiently small. Following a similar bound analysis for the parameters
X,Y,and W as in the balanced case, we derive new bounds when the RSA modulus N = pq is constructed from primes p and g with
differing bit-lengths ¢, and ¢,. Specifically, we first establish upper bounds for all involved parameters including |ey|, |e;|, and |e,|,
and then deduce the corresponding upper bounds on X, Y, and W, which are subsequently employed in our lattice-based attacks.

By applying advanced lattice-based techniques to solve the bivariate polynomial equation F(x,y), we obtain new attack results
for the RSA-polynomial problem with unbalanced primes. Moreover, we introduce an enhanced strategy based on solving univariate
modular polynomials, which proves to be more efficient than the bivariate approach. A crucial observation is that, since

p=8xy+e, and g=e;+e, —8(xy+ yp),

one can extract z; = x, from the congruence 8z + e, = 0 (mod p) or recover z, = —(x( + y,) from 8z + ¢, + e, = 0 (mod ¢). Our improved
attack is summarized as follows. Let

F(x,y) = 8x% — epx +e; + y(8x +ey)

be an RSA-polynomial associated with an RSA modulus N = pg, where p and ¢ have bit-lengths ¢, and ¢, respectively. Suppose
F(x,y) has a non-trivial integer root (x, y,) with x, of bit-length &. Then (x, y,) can be recovered in polynomial time and hence N
is factored into N = pq if

2
fp

§< o——
C,+t,

which is optimal when /, is much larger than /,. Moreover, when p and ¢ are balanced, the former bound becomes ¢ < %l - This is
better than the bound of Zheng presented in Theorem 2.
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1.2. Organization

The rest of this paper is structured as follows. Section 2 establishes fundamental definitions and key lemmas that support our lattice-
based solving strategy, while also estimating upper bounds on the unknown parameters relevant to the semiprime factorization. In
Section 3, we introduce two new attacks for semiprime factorization with unbalanced primes and propose a refined RSA-polynomial
based commitment scheme. Section 4 presents numerical experiments to validate the feasibility and efficiency of our proposed attacks.
Section 5 summarizes our main results and concludes the paper.

2. Preliminaries

We provide a concise exposition of the foundational concepts that form the basis of our lattice-based solving strategy. Additionally,
we introduce a crucial solvability condition frequently utilized in lattice-based cryptanalysis. For a more comprehensive discussion,
we refer the reader to [10,13-16]. Furthermore, we derive upper bounds on relevant parameters when dealing with unbalanced prime
factors in the RSA-polynomial framework. For clarity, we assume an RSA modulus N = pgq, where p and ¢ have respective bit-lengths
¢, and ¢,, and consider parameters such as e, e;, and e, to be distinct powers of 2.

2.1. Lattice-based solving strategy

We first recall the basic concepts used in our cryptanalysis, including the LLL algorithm [17], Coppersmith’s lattice-based tech-
niques [7], and Howgrave-Graham’s refined criterion [18]. In addition, we introduce a key condition that guarantees a modular
polynomial’s root is also a root over the integers.

A lattice A is defined as the set of all integer linear combinations of linearly independent vectors 5,,b,, ..., b, € R", i.e.,

[
A= {ZZ,-Z,- Lz EZ}.
i=1

The lattice determinant, denoted by det(A), is given by 1/det(BBT) with its transpose BT, where the rows of the basis matrix B are the
vectors 3,-. For a full-rank lattice with @ = n, we have det(A) = |det(B)|.

The LLL algorithm [17] is a cornerstone for efficiently obtaining a reduced basis with relatively short lattice vectors. In particular,
the algorithm produces a reduced basis (7}, 0,, ... , U,,) satisfying the following bound:

Lemma 2 ([13]). Let A C R" be an w-dimensional lattice. Then the LLL algorithm returns a reduced basis (J,, 0y, ... , U,) such that
w(w—1) 1
I5; 1| < 2%@+1=D det(A)wri=i,  fori=1,2,...,@.
The algorithm runs in time polynomial in w and the logarithm of the maximum norm of the input vector component.

An essential tool for the lattice-based method is the following lemma by Howgrave-Graham, which provides a criterion to lift a
modular root to an integer root. Let

— iy 02 in
h(xy, x5, ...,X,) = Z CiLigeonin®] X5 7 Xn

be an integer polynomial with norm defined by

llall ==

Lemma 3 ([18]). Let h(x,x,,...,x,) € Z[x|,x,, ..., x,] be a polynomial containing at most w monomials. Suppose R, X, X,, ..., X, are
certain positive integers. If

R
h(x},x3,...,x}) =0 (@mod R) and ||A(X;x;, X3xs, ..., X, x, )|l < —=,
®

with |x[*| < X, fori=1,...,n, then it follows that
* K *\
h(xl,xz,...,xn)—O
over the integers.

By connecting the bounds derived from Lemma 2 with Howgrave-Graham’s Lemma 3, the modular (or integer) polynomial equa-
tions can be efficiently solved. Suppose reduced vectors o, ..., U, have been obtained, satisfying the bound

w(w—1) 1
15,1l < 2%@+1=0 det(A)ai=i, fori=1,...,k.
A solution can be achieved when the following condition holds:

w(w—1) 1 R
2T+ =B det(A)ark < —,
(0]
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which is rearranged as

o= _wtl-k

det(A) <2 4 w2 ROtk @

In practice, since k < w < R, this condition implies det(A) < R®~¢ for some tiny ¢, and asymptotically one often requires that
det(A) < R”.

This condition is central to the effective application of lattice-based techniques in solving polynomial equations.

Coppersmith’s lattice-based method has found widespread application in cryptanalysis (e.g., attacks on RSA and its variants
[14-16,19-21]) and in analyzing various cryptographic hard problems [8,22-26]. The lattice-based solving strategy typically involves
five stages below:

Target Polynomial: Given an irreducible n-variate polynomial f(x,,...,x,) € Z[x,,...,x,] such that f (XT’ ..., x¥) =0 (mod u), and
given bounds |x| < X;, the target is to efficiently recover the root (xf, ..., x7). Establishing appropriate bounds X; is crucial
for deriving a solvable condition. (Furthermore, the number of given polynomials can be extended to more than one and the
given known modulus can be extended to an unknown modulus with its known multiple u.)

Shift Construction: From the target polynomial f(x,...,x,), construct shift polynomials g, (x,, ..., x,) for 1 < k < w such that each
2k (xl*, ...,xy) =0 (mod u™) using a well-chosen positive integer m. A standard construction is

i ien pi mej
gk(xl, ,Xn) = x]k] ...xnk"f]kum Jk’

where the exponents (iyy, ... , ik, ji) belong to an appropriate index set I = {(ify, .-+ »igys i) © iglseeesipmrdk € Zy gy sipy =
0, 0<j, <m, 1 <k <w)}. It is related to a monomial set M = {x' - x, : 1 <k < w}. These shift polynomials shall share
a common root (x,...,x;) modulo R = " by construction. (Furthermore, Jochemsz-May strategy [10] suggests to use extra

shifts on some variables x;’s with positive integers t,’s.)

Lattice Generation: Using a proper ordering of monomials and polynomials, form a lattice A by representing the coefficient vectors
of the scaled shift polynomials g, (X x, ..., X,x,) as the rows b, ..., b,, of a basis matrix B. Moreover, B can be full-rank and
triangular under suitable arranging orders.

Basis Reduction: Perform the LLL algorithm to B to obtain several reduced vectors 0, ..., U, with k > n. These vectors correspond
to integer polynomials h;(x, ..., x,), each satisfying hi(xf, ...,xy) =0 (mod R) by construction. Success is ensured when the
parameters satisfy condition (1). (Furthermore, how to make det(A) as small as possible compared to R and how to include
helpful polynomials as many as possible are the most challenging issues.)

Root Extraction: If h;(x,,...,x,) for 1 <i <k are algebraically independent, these simultaneous integer equations can be solved
through Grobner basis approach [27] or resultant computation. The common root (xf, ..., x7) is finally recovered. While the
assumption of algebraic independence for n > 2 in lattice-based cryptanalysis is heuristic, numerical experiments generally
support its validity.

The generation of an efficient lattice and the subsequent extraction of the common root are critical to the overall strategy.
Numerous studies (e.g., [9,10,21,28,29]) have focused on optimizing these steps. While the extraction step relies on the assumption
of algebraic independence, it is generally accepted in the literature, and our experiments further corroborate its validity.

2.2. Upper bounds on relevant parameters

We derive upper bounds on the relevant parameters involved in the RSA-polynomial problem. To this end, the asymptotic notations
are first defined as follows.

Definition 3 ([30]). The asymptotic O, ©, and o notations with functions f(n) and g(n) are defined as follows:

¢ The O-notation denotes an asymptotic upper bound: f(n) = O(g(n)) indicates 0 < f(n) < ¢, g(n) for all n > n,, if there exist positive
¢ and ny,.

¢ The ©-notation denotes an asymptotic tight bound: f(n) = ©(g(n)) indicates 0 < ¢, g(n) < f(n) < ¢, g(n) for all n > n, if there exist
positive ¢;, ¢,, and n.

¢ The o-notation denotes a non-tight asymptotic upper bound: f(n) = o(g(n)) indicates 0 < f(n) < ¢y g(n) for all n > ny if there exists
ny > 0 for every positive c,.

In our setting, we consider an RSA modulus N = pq with p an #,-bit prime and ¢ an #,-bit prime. Other parameters (e.g., e, e;, €;)
are modeled as powers of 2. The ®-notation is mainly used to establish tight bounds, ensuring that some associated constants remain
asymptotically negligible compared to N. This formulation aids in specifying X, Y, and W, where |x,| < X, |yg| <Y, and

W = max{8X2, |ey| X, |e;|,8XY, |e,|Y ).

To determine these bounds, we first state the following lemma, which is based on Lemma 1 and the analysis in [8]. In the attack
scenarios considered, we assume that x, < s.
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Lemma 4. Suppose given an RSA-polynomial
F(x,y) = 8x2 — egx + e; + y(8x + e,),

where N = pq is an RSA modulus and p, g have bit-lengths ¢, ¢, respectively. Suppose that x, < s and that x, has bit-length &, so that
Xo =02 and s = 0% 3) with & < £, =3 Then, the following bounds hold:

k| = @253y, |d| = O(1),
|fl= 0(247), le| = @(Zmax(fp,fq}_3)7

legl = @Q™ P’y Jey| = 0@, ey = ©2%),
Ixol = ©2%), |y = OQMX(Ca=0p 014y,

Proof. From Lemma 1, the parameters r,, r,, and r are chosen from the small set {1,3,5,7}. Therefore,

_N=—r _ (P9 _ qrt,+t,-3
lfel = 8 _6(8)_9(2p )
and
|d|=%=®(l).

Since p = 8(s + x,) + ry, with xy = ©(2%) and s = ©(2»~3), we deduce that
|f] = O@Bs +r) = 02%P).
Moreover, noting that

k=8 —(rj+r)s+d—f
B 8s+r;

B

and given s = ©(2%»~3), we have
le| = ©(max{27473,2%73}) = @™ {7p4q) =3y,

Then, using the definitions ey = 8¢ + r, — r|, ¢, = f, and e, = 8s + r|, it follows that
leol = ©8c) = @™ laly e/ | = 0Q%r), |es| = O(8s) = ORP).

Finally, since |x,| = ©(2%) is given and the relation
F(xg,y9) = 8x3 —epxg+ e+ yy(B8xg+ey) =0

implies

max{|eyxl, |8x(2)|, leg]}
Iyl =©( )-

We have

€

legxol = Q™™ rlaltE) 1852 = @2%*3), |e| = 02%).

Since ¢ < 7, - 3, it follows that 26 + 3 < 7, + £ < max{Z,,7,} + ¢, so that
lyol — ®< |€0x0| ) - @(zmax{fp,l’qu—t’p) — @(zmax({’q—t’pDHf).
)

This completes the proof. O

We now follow Theorem 1 to define the parameters X, Y, and W using the established bounds on the unknowns. Here, |x,| < X,
|y0| S Y: and

W = max{8X2, |ey| X, |e;|,8XY, |e,|Y}.
Theorem 3. Assume that & < £, — 3, so that x, < s. Then, the bounds are given by

X =26,y = om(£—0p 0048y omax(£yly )+,
Proof. From Lemma 4, we have X = 2¢ and Y = 2™{44=%014¢  Thys, by the definition of W, we obtain

W = max{8X2, leg| X, |e; . 8XY, |ey] Y} = max{2%+3, 2max{fpcgl+é o€y pmax(dy=£p 014243 o pmax(f,—¢, 00+
Analyzing these terms, we have

W = max{2MaX(£p 0 +E qmax(£,=£,01426+3 )

Hence, W =2"/»¢}¥¢ since & — £, +3 <0 and max{¢, — £,,0} +2& + 3 =max{¢,.£,} — £, +2£ +3 <max{¢,,£,} + & This com-
pletes the proof. O
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3. Better attacks on RSA-polynomial problem with unbalanced primes

We extend Theorem 1 to the case of unbalanced primes, thereby formulating better attack conditions for semiprime factorization.
This advancement significantly enhances the effectiveness of lattice-based attacks. To further optimize the factorization process, we
propose two distinct strategies: one using bivariate integer polynomials and the other using univariate modular polynomials. Before
introducing these lattice constructions, we first establish a basic result for attacking the RSA-polynomial problem with unbalanced
primes. We immediately derive a corollary corresponding to the original attack in [1] by combining Theorem 1 with Theorem 3.

Corollary 1. Suppose given an RSA-polynomial
F(x,y) = 8x% — epx +e; + y(8x + ey),

where N = pq is an RSA modulus and p, g have bit-lengths ¢ ,, ¢, respectively. Suppose F(x, y) has a non-trivial integer root (x,, y,) and the

bit-length of x is & with & < £, — 3. Then (x, y,) can be recovered in polynomial time and hence N is factored into N = pq if

S CRE ife,> 2,
Qt,—t)/5-3, ift,/2+15/2<¢,<¢,

Proof. Substitute X = 2¢, Y = 2m{%~4p00+¢ and W = 2m*{4p%}+¢ from Theorem 3 into the condition

5 W]/2
X2y < VI
in Theorem 1. Expressing the inequality in terms of exponents yields
max{?,,¢,} +¢&
26 +max{£, — £, 0} +&6< — 24 * L
a 2 2
Rearranging this inequality leads to
- max{¢,,¢,} —2max{¢, — ¢,,0}
5
We consider the following two cases:

-3. (2)

e When Cp2 ¢, we have max{7,,¢,} =¢, and max{Z, —¢,,0} = 0. Thus, (2) simplifies to
4
p
< —=-3.
¢ 5
e When 7, < 7,, we obtain max{#,,7,} = £, and max{¢, - £,,,0} = ¢, — £,,. Then, (2) implies
2, =2,
5
Additionally, since £ > 0, it is necessary that 0 < 2¢, — £, — 15, or equivalently, £,/2 +15/2 < ¢,

E<

This completes the proof. O
3.1. Lattice-based attacks using bivariate integer polynomials
We begin by presenting an attack strategy that relies on solving bivariate integer polynomials. In this approach, we directly apply
the RSA-polynomial whose small root relates to the factorization of the RSA modulus N. The main result is stated below.
Theorem 4. Suppose given an RSA-polynomial
F(x,y) = 8x% — epx +e; + y(8x + ey),

where N = pq is an RSA modulus and p, g have bit-lengths ¢ ,, ¢, respectively. Suppose F(x,y) has a non-trivial integer root (xy, y,) and the

bit-length of x is & with & < £, — 3. Then (x, y,) can be recovered in polynomial time and hence N is factored into N = pq if

GB-V5¢
— ife,>0,
< ©)
2,4l =AY 2
> . ife, <2y,

Proof. We start from the given bivariate polynomial F(x, y) = 8x? — eyx + e; + y(8x + e,) with small root (x, y,). We follow a strategy
similar to that in [8] and use two positive integers m and ¢ (to be optimized later). The specific monomial sets are

Mp={x'y :0<i<m+t—j, 0<j<m),
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Table 1
A toy example form=1and 7= 1.

i
N 1 . y 2 xy » 3 x2y x)? x4 By x2y?
8li.j

X%y
0

*
*

8100
8110
&l0.1

o

~
N O
~

]
]
1
]

o o

8120
8111

(=)

©

~
> O % % ¥
* %k ¥ ¥ O
* O % O O
¥ ©O O © O

(=]

&10.2]
&13.0)
8211
81,21

X?YR

o © o o o ¥ O O O

Y2R

>
e

814.0)

=}
o}
~
=

83,11

cooocoococo

coococococo|ocoo

coococococo|oo

coocoocoococo|oxo x %

coocoocoococo

Sococooxo|ox oo
=

coocoxo

cooxooo

o

o

Moo oooo

812,21

M={x'y :0<i<m+1t+2-j,0<j<m+1}.
X and Y are respective upper bounds on |x,| and |y,|. We have
W = max{8X?, |ey| X, |e||,8XY, |e,|Y}.
We assume that ged(e;, W XY) = 1. Since the maximum degrees of x and y in M are m + t and m, respectively, we define
R=wxm"tym
For convenience in the lattice-based strategy, the constant term of F(x, y) (i.e., ¢yy = e,) should be normalized to 1. Thus, we consider
the modular polynomial
fx,y) = ca()lF(x, y) = c20x2 +cyyxy +ci9x + ¢o;y + 1 (mod R),
where
Cy = Sel_l (mod R),
¢y = 861_1 (mod R),
clo = —eOel’l (mod R),
Co1 = ezel’1 (mod R).

Using the sets My and M \ M, the shift polynomials are

X'y f (e, )XMHYmi L if Xy € M,

g[,‘,/](xa)’) = o o
x'y/ R, if x'y/ € M\ Mp.

Therefore, for all (i, j) it follows that

81i.j1(X0 ¥o) = 0 (mod R).

Next, the coefficient vectors of the scaled polynomials gj; ;;(Xx, Y y) are used to construct a lattice A with basis matrix B. We arrange
the rows (polynomials) according to a polynomial order <;, and the columns (monomials) according to a monomial order <p,,
where the ordering prioritizes the terms in M over those in M \ M. For instance, one may define < using the ascending graded
lexicographic order. To be specific, gj; ; comes ahead for smaller grade i + j, or for greater i with the same grade, and <, is defined
similarly.

For illustration, we set m = 1 and ¢ = 1. Table 1 provides a toy example of the resulting lattice basis matrix B, where “+” denotes
nonzero off-diagonal entries.

The lattice determinant is expressed as

det(A) = RERXX Y7
where the exponents sy, sy, and sy are positive integers that can be computed using s(s,) for v = X, Y, or R. Here o, represent the
respective degrees of X, Y, or R appeared in the leading terms X°X Y°r R°k of each scaled shift polynomials.

s(o,) = Z o, + Z o,

xiyleMp xiyle M\MF

m+i—j
M
=Y X+
j i=0

m m+1 m+t42—j
Jj=0

m m+i—j
M\Mf M\M
T a3y e
0 =0 i=0

J= Jj=0

8
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More precisely, since the respective leading terms are XY™ for x'y/ € M and X'Y/R for x'y/ € M \ M, we obtain

m m+t—j m+1 m+t42—j m m+t—j
sR=s(6R)=ZZO+Z Z 1—221=2m+t+4,
j=0 i=0 j=0 =0 j=0 i=0
m m+t—j m+1 m+t42—j m m+t—j
sX:s(GX):Z Z(m+t)+z Z i—ZZi
j=0 i=0 j=0 =0 Jj=0 i=0
3m?’t | Sm? 2, 9mt 32 o
=—+—+—+mt+—+5m+ — + — +4,
2 2 2 2 2 2
m m+t—j m+1 m+t4+2—j m m+t—j
s =3 Y ey 3 -3 T
j=0 = j=0 =0 j=0 =0
3 2
= m7+m2t+5%+2mt+4m+t+2.

The lattice dimension is given by

m m+t—j m+1 m+t+2—j

m m+i—,
o=sh=3 F 1+ X 1 zz = e T o,

Jj=0 i=0 j=0 =0
We obtain several reduced integer polynomlals h;(x,y), 1 <i < o after performing the LLL algorithm. If the two shortest vectors
h,(x,y) and h,(x, y) satisfy those bounds from Lemmas 2 and 3, then we must have

(w D _e-l

det(A) < R*™127 w 7.

w(w-1) w—1

o~ 7 is negligible for large w, it follows that det(A) < R®~!. Substituting the expression for det(A) and for R,

Since the factor 2~
we obtain

RRXSXY™Y < R,
which implies
XSXYSY < (WXm-H‘YM)a)—xR—l .
Equivalently,
W SR—@+1 ysy—(mtt)(@=sg=1)ysy—ml@=sg=1) 1

For simplicity, set t = zm with = > 0 and ignore lower-order terms. Then, the dominant parts of the exponents become

—w+1=— 1+2T 2+ (mz)
2
2
x—(m+)(o—-sg—-1)= M%m2+o(m2),

-mw—sgp—1)=(1 + 7)m? + o(m?),

for W, X, and Y respectively. Substituting X = 2¢, Y = 2m*{¢q=%.0+¢ " and W = 2m%»4}+¢ from Theorem 3 and converting to
exponents yields

1+2 2+47 + 172
- T(max{fp,fq}+§)+%

Simplifying, we obtain

E+ (A +n)(max{£, - 2,0} +§&) <0.

3+d4r+7>, 142
; Te< 5 L max{£,.¢,} — (1 + vymax{Z, - £,,0},
which can be rearranged as
—max{¢, —¢,,0} + (1 +27)¢
§< q P P- (4)
3+4r + 72

We consider the following two cases:

e When 7, > 7, we have max{#, —#,,0} = 0, so that
(1+20)¢,
N Fwr
Choosing 7 = (\/5 — 1)/2 maximizes the right-hand side, yielding

35y
<#_ )
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e When 7, < 7, we have max{#, - ¢,

0} = ¢, — ¢, which leads to
Q+20¢,- ¢,
3447+ 72

After optimizing by setting

Cy =2, +\JAL L+ 2

T= R
22,
we obtain
2y 4y =[O
E< 3 . (6)

£,-20,+¢
Note that we ensure that 7 > qz++

£ > (. Moreover, we require & > 0 and 20,40, >4\]40, 0, + fg is always true.

Thus, the overall attack boundary on ¢ is given by

3-v/5)¢
%7 if,> ¢,
é<
2yt Ey— |4+ 2
> , ife, <7,

The overall running time is polynomial in log W and hence polynomial in #, and ¢,. Once (x, y,) is recovered, the prime factors
are obtained via

p=8xg+e, and g=-ey+e,—8(xy+yp).
This completes the proof. O
Remark 3. Our lattice-based attack on the RSA-polynomial problem with unbalanced primes covers the previous result of [8] as
stated in Theorem 2 and further improves upon it, thus providing a more complete cryptanalysis of the RSA-polynomial problem.
3.2. More efficient attacks using univariate modular polynomials

Motivated by the ideas in [1,8], one may ask whether a more efficient attack can be achieved by using univariate modular

polynomials rather than bivariate integer polynomials. We answer this question affirmatively with the following result.
Theorem 5. Suppose given an RSA-polynomial

F(x,y) = 8x% — epx +e; + y(8x + ey),

where N = pq is an RSA modulus and p, g have bit-lengths ¢ ,, ¢, respectively. Suppose F(x, y) has a non-trivial integer root (xo, y,) and the
bit-length of x is & with & < £, — 3. Then (x, y,) can be recovered in polynomial time and hence N is factored into N = pq if

2
fp
fp +fq

E< (7

Proof. Our key observation is that we have
p=8xg+e, and g=-ey+e,—8(xy+ )

in the RSA-polynomial problem. Thus, one may extract x,, by solving the univariate modular equation
8z 4 e, =0 (mod p),

or equivalently, extract —(x, + y,) by solving
8z +ey+e, =0 (mod g).

This requires one to solve a univariate modular polynomial in the form of G(z) := ¢;z + ¢; (mod u) with known ¢, and ¢;. We are
given N, exactly a multiple of u for unknown u = p or u = q. Moreover, we shall ensure that the univariate polynomial to be solved
is a monic polynomial, so we multiply G(z) by cl’1 mod N, i.e., 8! mod N. Thus, we derive the following modular polynomial

f(z)= @' mod N)-G(2) = z+ (8 ¢y mod N) (mod u).
To find the small root z;, we employ a strategy similar to that in [14,29]. We define the family of shift polynomials

g (2) 1= N>R =0, m

10
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Table 2
A toy example for m =9 and 1 = 6.

1 z 22 23 z* el 26 Z’ z8 z°
8k
g N° 0 0 0 0 0 0 0 0 0
4 * N°Z 0 0 0 0 0 0 0 0
2 * * N*Z? 0 0 0 0 0 0 0
g * * * N3Z3 0 0 0 0 0 0
g 5 * * * N2z* 0 0 0 0 0
gs * * * * * NZ3 0 0 0 0
g * * * * * * Al 0 0 0
g * * * * * * * z’ 0 0
8 * * 5 * 5 % * VA 0

* * * * * * * * * z°

for a positive integer m and an integer ¢ with t = zm (0 < 7 < 1). Let M = {z* : 0 < k < m} be the corresponding monomial set. By
construction, for all k we have

gr(zg) =0 (mod R),

where R = u'.

Let Z be an upper bound for |z;|, so that |z)| < Z. The coefficient vectors of the scaled polynomials g, (Zz) are used to generate
a basis matrix B and then a lattice A. We order the polynomials and monomials in the ascending order (i.e., g <, gy and z* <, z¥
if k < k’). For illustration, assume m = 9 and ¢ = 6. Table 2 provides a toy example of the corresponding lattice basis matrix.

The lattice determinant is given by

det(A) = N°N Z°z,

where the exponents sy, s, are positive integers that can be computed using s(c,) for v = N or Z. Here o, represent the respective
degrees on N or Z appeared in the leading terms N°N Z°z of each scaled shift polynomials.

s(o,) = Z o, = i af’l.
k=0

zkem
More precisely, since the leading terms are N™{'=k0} 7k for zk € M and t < m, we obtain

m

t
2
sN=s(oN)=Zmax{t—k,O}=Z(t—k)=%+%,
k=0 k=0
“ m2 m
= =YY=, m
sz =s(0z) I;) 2 +2

The lattice dimension is
m
w=s)=Y l=m+1.
k=0

We obtain a reduced basis yielding a polynomial 4, (z) with shortest norm after performing the LLL algorithm. According to (1),
we require

w(w—1)

det(A) < R @73,

so that (ignoring negligible factors)
det(A) < R”.

Substituting det(A) = N~ Z5z and R = u', we have
NSNZ52 < y'®,

Recalling r = zm for simplicity and omitting the lower-order terms, the respective dominant parts in sy, s, and t@ are

%, 2
sy = —m" +o(m”),
2
Sy = %mz + a(mz),

fw=tm’ + o(mz).

11
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Thus, we obtain
2 1
NT™ Zam et (8)

Depending on whether u = p or u = g is considered in solving f(z) = 0 (mod u), we can divide the further analysis and hence the attack
boundary of ¢ into two cases:

e When we choose u = p and try to solve z, = x(, from 8z + ¢, = 0 (mod p). We have
N=2*, z=Xx=2 u=p=2%.
Simplifying the above inequality (8), we obtain
72 1
?(fp +7)+ 55 -1¢,<0,
which results in

2
£<2tt, —1HCy+ ).

Setting 7 = —~— to maximize the right-hand side, it follows that

Cptty
fZ
£<——. 9
Oyt
¢ When we choose u = ¢ and try to solve z, = —(x( + y,) from 8z + ¢; + e, = 0 (mod ¢). We have
N =2%%,  Z =max{X,Y} =208~ 048 = g = 2%,
Simplifying the above inequality (8), we obtain
2 1
T+ E)+ Smax( £y = £,.0)+8) ~ £, <0,
which results in
E<2tt, — X, +¢,) —max{£, - £,.0}.
Setting 7 = — i” —— to maximize the right-hand side, it follows that
pTlq
fZ
q
E< 7r7, —max{¢, - £,,0}. (10)
More concretely, this leads to
¢ )
7ty itey 27
§ < r f2 1 f2
q » .
-, =)= , ife, <2,
p+ 2, T+, P
We finally derive the attack boundary
min{Z,, 2}
minlZy 4} ) an
Cyt+t,
Combining both cases, we conclude that solving 8z + e, = 0 (mod p) is always superior and the attack boundary is
fZ
< —L
‘ytt,

The overall running time is polynomial in log N' and hence polynomial in #, and #,. Once the small root z is recovered, the primes
can be computed as
p=8zy+e, and ¢g= E
p
This completes the proof. O

Remark 4. For a more precise attack boundary, one may write
2
Z; .
‘it

¢<

for a negligible error term e. The corresponding time complexity is estimated as O(¢~7 log? N) (see [14,29] for further details).
Remark 5. The proposed lattice-based attacks are non-heuristic. In the univariate modular case (Theorem 5), the root recovery is
guaranteed by Coppersmith’s method [7]. For the bivariate integer case (Theorem 4), it is still non-heuristic as Coppersmith’s method
is guaranteed to yield an algebraically independent integer polynomial (see Section 10 in [7] for further explanations). Note that the
root-extraction step for an n-variate modular equation with n > 2 is considered heuristic in the literature.

12
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3.3. Comparison and discussion

We now compare the two proposed attacks and discuss the resulting semiprime factoring algorithm. It should be clarified that
for a given N = pq, Algorithm 2 generates a candidate RSA-polynomial using the construction in Algorithm 1. For the purpose of
factorization, we do not strictly require F(x, y) to meet the formal uniqueness bound of an RSA-polynomial; rather, we only require
that the root (x, y,) (or z,) remains within the recoverable boundary ¢. Based on Theorems 4 and 5, the attack boundaries are given
respectively by

3-V50,

: — Cy 27ty
<
2,4y = [+ 2
> s fp<fq,
and

fZ
< —L

fp+fq

We show that the univariate approach is always superior by comparing the two cases.
¢ When Cy2t,, define

2
A GV,
2T Y+l 2

Rewriting, we have

A _G5-ng, G-V,
‘2l 2¢,+7,) ‘

Since V/5-1>3— \/g >0and ¢, > ¢, it follows that (\/3— D, -3 - \/g)fq > 0 and hence Bpse, > 0.
e When 7, < 7,, define

£ Wyl [A

A = -
fp<fq fp + fq 2

One can rewrite this as

Cp+ E\J L, +E )~ B, +£,)E,

A =
“r<tq 2, +2,)

Observing that

(Cp+ E G, +E )~ B, + £ C
Cp+ E AL+ ENE, — (B, +E,)E, =

(Cy+ EONJBE, +E)E,+ (B, +£,)C,

and noting that the numerator simplifies to 45’3&’4 > 0, we conclude that As e, >0

Thus, the attack boundary derived from Theorem 5
fZ
P

E<
Oyt

is strictly better than that of the bivariate approach. Moreover, comparing the underlying lattice constructions reveals that the lattice
dimension in Theorem 4 is ®(m?), whereas in Theorem 5 it is ®(m). In addition, the lattice determinants satisfy

RRXSxYSY, with s = O(m), sy,sy = O(m?),
det(A) =
NN Z5z, with sy, s, = O(m?),

which again favors the univariate approach.

05 1y < 4
2 Cptty’

The attack boundary improves from & < In the balanced case 7, = #,, our new attack boundary becomes & <
% with an improvement of approximately 30.9%. This finding suggests that the RSA-polynomial problem admits considerably more

13
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&/t —— Our Improved Bound
— Zheng’s Bound [8]

£< B¢, fore, = ¢,

I i | | bl
1 2 3 4

Fig. 1. Attack region for the RSA-polynomial problem: horizontal axis shows ratio #,/¢,, vertical axis shows the small-root bound ¢ over 7.

weak instances where N can be efficiently factored. In particular, the success probability of semiprime factorization is approximately
estimated as

2
£ Rz
Pr = 2%+ /24,—3 ~2 Gl

Fig. 1 illustrates the vulnerable parameter space in which our attack succeeds, compared to the balanced—primes case. The prior
method of Zheng [8] applies only when 7, = £, corresponding to a single line in the plot. In contrast, our method covers a substantially
larger region in the plane of ¢,/¢, versus ¢/¢,, reflecting unbalanced configurations. The shaded area in the figure highlights this
expanded attack surface when p and ¢ differ in magnitude.

We present a new RSA-polynomial based semiprime factorization below in Algorithm 2. Before that, we require the definition of
Rem,, the set of possible couples (r,r,) = (p mod 8, g mod 8) in Algorithm 1, corresponding to r = r;r, = N mod 8 for r = 1,3,5,7.

Definition 4. Define Rem, as follows: Rem;={(1,1),(3,3).(5,5).(7.7)}, Rem;={(1,3),(3,1),(7,5).(5,7)}, Rems=
{(1,5),(5,1),(7,3),(3,7)}, and Rem; = {(1,7),(7,1),(3,5),(5,3)}.

Algorithm 2 shall output the prime factors p,q of a semiprime N = pg by generating an RSA-polynomial satisfying Theorem 5.
For a given semiprime N, one randomly selects an appropriate parameter s, Algorithm 2 is capable of recovering the prime factors
of N efficiently. Two major enhancements have been incorporated: first, the range for the random choice of s has been broadened
to strengthen the overall attack; and second, Theorem 5 is applied to significantly improve both the success probability and attack
efficiency. Consequently, our new RSA-polynomial based semiprime factorization presents a promising approach to lattice-based
factorization. It complements existing approaches such as those in [8,22,31-35].

Algorithm 2 New RSA-polynomial based semiprime factorization.

Require: A semiprime N = pq with primes of bit-lengths 7, and £,.
Ensure: The factorization N = pq.

1: r= N mod 8

2: s « arandom (G 3)-bit integer
3: for all (r,r,) € Rem, do > See Definition 4
4 Construct F(x,y) = 8x% — eyx + e; + y(8x + ;) via Algorithm 1 with inputs (N, r/, r,, s).
5 Extract z, by solving 8z + e, = 0 (mod p) using Theorem 5.
6: if z; is found as an integer then
7
8
9

p=28zy+e
q=|N/p] > |] denotes rounding
if px g = N then
10: return p and g
11: else
12: continue with a new random s (return to Step 2)
13: end if
14: else
15: continue with a new random s (return to Step 2)
16: end if
17: end for

14



M. Zheng and A. Nitaj Theoretical Computer Science 1070 (2026) 115837

It should be noted that even though the enhanced RSA-polynomial based semiprime factorization significantly optimizes the suc-
cess probability, a successful factorization is not guaranteed in every instance. Its running time may vary with the specific parameters
of N and the random choices of s. Nonetheless, Algorithm 2 outperforms previous algorithms in [1] and [8] in terms of both success
rate and efficiency.

In recent decades, many methods have been proposed that try to factor an RSA modulus N = pg. Some of such attacks apply
when the decryption exponent d is small, as in [13,14,36-39], and others assume that a fraction of the decryption key is known, as in
[40-43], or that a fraction of one of the private factors of N is known, as in [44-46]. We notice that in the Bagherpour variant of RSA,
the private exponent d is not small, and there is no known approximation of it, nor of one of the prime factors. As a consequence,
none of the former attacks can be applied to the Bagherpour variant of RSA.

There are several general factoring methods that can be adapted to factor an RSA modulus such as the number field sieve (NFS)
[47] (also the general number field sieve (GNFS) [48]), and the elliptic curve method of factorization (ECM) [49]. While ECM works
for small integers, NFS can factor RSA moduli of moderate size such as RSA-250, an RSA modulus of 831 bit-size [50]. Since the
size of the RSA moduli used for concrete applications is at least 2048 bits, the classical factoring methods are ineffective to solve the
factorization problem.

3.4. Refined RSA-polynomial based commitment scheme

The commitment scheme based on RSA-polynomials was initially proposed in [1] and later improved in [8]. In the original scheme,
a message m € [1,2/~! — 1] is committed via the following procedure:

1. Two random primes p and q of equal bit-length £ are generated, yielding a semiprime N = pq.

2. The values r; = p mod 8 and r, = g mod 8 are computed alongside the modulus N.
3. A parameter s is determined by the formula
=Pn_
8

4. By running Algorithm 1 with (N, r|, r,,s), an RSA-polynomial is produced
F(x,y) = 8x% — egx + e + y(8x + ey).

5. The opening value o is then computed as

o 8m? — egm + ¢,
8m+e,

6. The pair (N, F(x, y)) is transmitted to the receiver as the commitment witness.
7. The value o is securely stored as the decommitment information.

As shown in [8], a polynomial-time adversary can break this scheme when m is short. Hence, the message range is refined to
m e [26-V5)7/2-1 27~4 _ 1], However, our analysis shows that even some messages outside this range (along with their corresponding
opening values) can be recovered via Theorem 5, which is clearly stated below.

Proposition 1. For an RSA-polynomial based commitment scheme with two ¢ ,, £ ,-bit primes and a &-bit message m, then both m and o can
be efficiently extracted, provided that
2
iz
4+,

E<

Since Proposition 1 directly follows from Theorem 5, we omit the detailed proof. Consequently, we further refine the message
space to
i_]
me [20“0 204 — 1].

For completeness, our refined commitment scheme operates as follows:

Initialization: The sender first broadcasts the system parameters and detailed instructions for both the commitment and verification
phases.

Commitment: The sender proceeds commitment on a message m € [2¢/2!, 2/~ _ 1] as follows:

1. Two random primes p and g of equal bit-length # are generated, yielding a semiprime N = pq.
2. The values r; = p mod 8 and r, = ¢ mod 8 are computed alongside the modulus N.
3. A parameter s is determined by the formula

p—r
8
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4. By running Algorithm 1 with (N, r|, r,, s), an RSA-polynomial is produced
F(x,y) = 8x2 — epx +e; + y(8x + ey).

5. The opening value o is then computed as

o 8m? — eym + ¢,
8m+ e,

6. The pair (N, F(x, y)) is transmitted to the receiver as the commitment witness.
7. The value o is securely stored as the decommitment information.

8. The sender forwards the pair (m, o) to the receiver for subsequent verification.
Verification: The receiver performs the following checks upon receiving (m, o):

1. Calculate p = 8m + e,.
2. Determine g = ej + e, — 8(m + o).
3. Accept the commitment if all of the following conditions are met:

e The pair (m, o) is verified to be the unique non-trivial integer root of F(x, y).
¢ The computed p and g each has a bit-length greater than the security parameter.
e The computed p and q satisfy N = pg and N is a non-trivial semiprime.

4. Otherwise, the commitment is rejected.
The correctness, hiding, and binding properties can be verified in a manner similar to [1]. We provide the proofs for security
properties of the refined commitment scheme as follows.
Theorem 6. The refined commitment scheme satisfies the correctness property of commitment schemes.

Proof. Assume that the sender .S and receiver R follow the above refined commitment scheme honestly. Let (N, F(x,y), o) be a
commitment to message m, where

F(x,y) = 8x* — egx+e; +y(8x+ey).
By construction the scheme sets

p—ry 8m? — egm + ¢,
§=——-m, 0= —————,
8 8m+ e,

so that the pair (m, o) is a non-trivial integer root of F(x, y). From Lemma 1 we have
p=8(s+m)+r, q=8(s+c—m—o)+r2,

where ¢, r|,r, come from the scheme parameter setup. Since
e, =8s+r|, ey=8c+r,—ry,

we deduce
p=8m+e,, g=ey+ey;—8m+o).

Hence p- ¢ = N, (m, o) is the designated integer root of F(x, y), and m satisfies the verification—phase requirements. It follows that the
receiver R will accept m as the committed message. [

Theorem 7. The refined commitment scheme satisfies the hiding property of commitment schemes.

Proof. Consider a commitment (N, F(x,y), o) produced by the sender for message m. Suppose a polynomial-time adversarial receiver
R’ attempts to compute either m or o given only the witness (N, F(x, y)). Since the commitment is valid, the pair (m, o) is the non-
trivial integer root of the polynomial F(x,y). By the above analysis, computing (m, 0) from (N, F(x,y)) is at least as hard as factoring
N. Therefore, with overwhelming probability, R’ cannot compute (m, 0) given only (N, F(x,y)). This establishes that the message m
remains hidden from R’. O

Theorem 8. The refined commitment scheme satisfies the binding property of commitment schemes.

Proof. Suppose there are two openings for the same commitment instance: (N, F(x,y), o) corresponding to message m, and
(N, F(x,y), 0') corresponding to message m’. In each case, the pair (m, 0) and (m’, 0’) is a non-trivial integer root of the same polyno-
mial F(x,y). By Lemma 1 and injectivity, it follows that m = m’ and o = o’. Hence a sender cannot open a single commitment to two
distinct messages. Therefore the scheme satisfies the binding property. O
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Table 3

Experimental results on RSA-polynomial based semiprime factorization.
Parameters Theorem 4 Theorem 5
‘, ‘, & (Theor.) &, (Exper) m ¢t @ Time (Sec.) ¢ (Theor.) &, (Exper.) m t ® Time (Sec.)
128 896 14 9 2 13 66 57.6 16 14 65 8 66 723
192 832 31 23 2 8 46 12.4 36 32 45 8 46 13.5
256 768 53 44 2 5 34 3.7 64 58 33 8 34 34
320 704 81 79 3 5 45 219 100 94 44 13 45 17.5
384 640 113 118 3 4 40 11.7 144 137 39 14 40 11.3
448 576 152 163 3 2 30 1.7 196 188 29 12 30 3.0
512 512 195 226 4 2 39 4.0 256 249 38 19 39 4.7
576 448 220 282 4 2 39 4.8 324 317 38 21 39 4.8
640 384 244 356 4 2 39 5.7 400 393 38 23 39 5.3
704 320 268 432 4 2 39 7.0 484 478 38 26 39 5.8
768 256 293 510 4 2 39 7.7 576 571 38 28 39 6.5
832 192 317 634 5 3 56 91.5 676 673 55 44 56 39.6
896 128 342 751 5 3 56 96.8 784 781 55 48 56 428

4. Validating experiments

To evaluate the feasibility and effectiveness of our proposed attacks developed based on Theorem 4 and Theorem 5, extensive
numerical experiments were carried out. The computational tests were conducted on a system running a 64-bit Windows 10 operating
system with Ubuntu 22.04 via WSL 2. The hardware specifications included a 2.80 GHz CPU and 16 GB of RAM. Lattice reduction,
which plays a central role in our attack, was performed using the LLL algorithm [17] implemented in the SageMath [51] software
platform.

To assess the performance of our proposed RSA-polynomial based semiprime factorization, we first generated two random prime
numbers p and ¢ with bit-lengths #, and 7, respectively. A random integer s was then selected, where the parameter £ represented
the bit-length of the unknown variable x,. With inputs (N = pq, s, r|, r,), Algorithm 1 was applied to compute the values of e, ¢;, and
e,, thereby constructing an RSA-polynomial F(x, y) that meets the conditions defined in Definition 2.

The parameters m and ¢ in Theorems 4 and 5 were carefully selected to control the lattice dimensions and enhance the efficiency
of the attacks. We executed each attack instance multiple times to ensure successful extraction of (x,,y,) (or z;). A set of integer
polynomial equations satisfying the necessary solvability condition was collected. The resultant computation was employed to extract
the target integer root. The experimental results are summarized in Table 3.

For each attack instance, a collection of integer polynomials sharing a common root was identified. Then, an optimal subset was
chosen to recover the root. Once x, and y, (or z, in the univariate case) were successfully obtained, the factorization of N = pg was
completed using the relations: p = 8x( + e,, ¢ = ¢ + e, — 8(x(, + y,) for the bivariate case, and p = 8z, + ¢,, ¢ = N /p for the univariate
case.

To address the uniqueness bound condition for y mentioned in Remark 1, we performed post-facto verification on all experimental

—32¢;

e2-3
. . . o
trials. After recovering p and ¢ (and thus x, and y,), we checked the condition y, < Toegt32e;

satisfied, validating that the generated instances were consistent with the formal definition of RSA-polynomials.

When comparing the experimental bit-length &, with the theoretical bound &, in Table 3, we observe two distinct trends. In most
cases, &, falls slightly below ¢&,, likely due to the limited lattice dimension used in our experiments. However, &, surpasses &, for
certain parameter settings with ¢, > 384 in Theorem 4, suggesting potential room for further optimization, either by refining the
attack strategy or by fully exploiting hidden structural properties of the constructed lattice.

Furthermore, additional observations can be drawn from the experimental data. Despite the above phenomenon, a comparison
between Theorem 5 and Theorem 4 confirms that the experimental bound of Theorem 5 consistently surpasses that of Theorem 4,
aligning with and validating the theoretical analysis. For Theorem 5, the experimental bound falls short of the theoretical bound by
less than 9 bits while only utilizing lattices of the dimensions less than 70. This indicates the high efficiency of our proposed attack.
Naturally, employing lattices of higher dimensions is expected to further enhance the practical attack effectiveness.

These observations implies that the attack based on Theorem 5 outperforms that of Theorem 4 in terms of efficiency. In computer
experiments, when lattices of identical dimensions are employed for predetermined respective attack settings, the univariate approach
yields better results within approximate running time. Consequently, we endorse the usage of the univariate-based factoring attack
for practical efficiency.

. In every instance, this inequality was

5. Conclusions

We conducted a comprehensive study of the RSA-polynomial problem with the aim of providing a more complete analysis in
this work. In particular, we optimized the ambiguous attack boundary presented in [1] and also improved that given in [8]. To do
this, we considered an extended attack condition by taking into account unbalanced primes. Furthermore, we proposed two exact
lattice-based attacks: one using bivariate integer polynomials and the other using univariate modular polynomials.
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Our analysis significantly expands the vulnerable range for small roots of the RSA-polynomial, achieving an improvement of
approximately 30.9% over the previous results in [8] concerning balanced primes. Both theoretical analyses and experimental results
validate the correctness and efficacy of our proposed semiprime factorization. Moreover, our findings also expose certain limitations
in existing applications, particularly in the RSA-polynomial based commitment proposed in Bagherpour[1] and further improved
in Zheng [8]. By establishing a sharper attack boundary, our work contributes to the improvement of the associated commitment
scheme, enhancing its security analysis.

In summary, our contributions not only extend the scope of known vulnerabilities in the RSA-polynomial problem but also provide
significant improvements for both cryptanalysis and cryptographic design.
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